Assess | Plan|Respond

Be an effective CYBEResponder

Cyber Incident Response Planning & Attack Simulations

By failing to prepare, you are preparing to fail.

- Benjamin Franklin

Let STORM help you to build,
train and exercise effective
cyber incident response plans
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Delivering Effective Response to Cyber Incidents

Preparing high level policies and easy-to-use operating procedures
as well as providing training and exercises for the response team

Our planning covers: Our training & simulations cover:

Practical, scenario-based application
of your incident response plans

. Alignment to best practice including NIST

. Integration with existing procedures with
minimal modification . Appreciation of multi-role team

. . working and coordination
. Clear, unambiguous wording and terms

. Testing of Strategic, Tactical and

o clmple 9 BEris Operational response functions

- Step-by-step approach . Risk-based decision making with

. Playbook style checklists central and regional adaptation

) . Desktop or fully Immersive exercises
. Senior Management and P y

Operational team plans . Appreciation of cyber insurance
claims reporting process

Our experts in both cyber risk, cyber incident response and cyber insurance will
deliver a tailored incident management process that is based on best-practice and
will scale across your organisation without the need for constant update. Our post
training service continues to provide assistance with live in-breach support.
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We aim to give our clients the confidence to handle the inevitable cyber breach with
care and attention to detail, returning their organisations to business as usual with the
lowest possible impact.
- Neil Hare-Brown msc CRISC CIsA CIssP CITP
CEOQ, STORM Guidance
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